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Annex C

Information Privacy Individual Action Plan 

Explanatory Notes
1. 
At the 16th APEC Ministerial Meeting at Santiago, Chile in November, 2004, the APEC Privacy Framework (“the Framework”) was adopted.

2.
Paragraph 39 within Part IV, Section A, VI, of the Framework describes a Mechanism for Reporting Domestic Implementation of the Framework as follows:

39. 
Member economies should make known to APEC domestic implementation of the Framework through the completion of and periodic updates to the Individual Action Plan (IAP) on Information Privacy.
3. An IAP will improve transparency of data protection framework of an economy which in effect will enable other economies to be informed of the relevant stage that an economy has reached.  That matches with the overall objective of the Framework, i.e. to encourage the development of common effective privacy protections and ensure the free flow of information in the region.
4. APEC Member Economies should endeavor to give effect to the Framework and secure privacy protections for individuals by methods which are considered most suitable to Member Economies, including legislative, administrative, industry self-regulatory or a combination of these methods. 
4. As stated in paragraph 32 of the Framework, it may be appropriate for individual economies to determine that different APEC Privacy principles may call for different means of implementation. Whatever approach is adopted in a particular circumstance, the overall goal should be to develop compatibility of approaches in privacy protections in the APEC region that is respectful of requirements of individual Member Economies. 

5. As stated in paragraph 34 of the Framework, discussions with domestic law enforcement, security, public health, and other agencies are important to identify ways to strengthen privacy without creating obstacles to national security, public safety, and other public policy missions.

6. To further the objectives set out in paragraph 39 and Section B of Part IV of the Framework, the following template was designed to seek information on:

a. substantive laws and 

b. procedural and policy frameworks/ regulatory guidelines

c. mutual assistance arrangements, if any

7. Substantive laws are laws with respect to protection of the privacy of personal information and may include the creation of the office of a Data Privacy Commissioner, Regulatory or Enforcement Authorities, or similar office within the member economy. 

8. Procedural, policy, and regulatory frameworks/ guidelines are those that identify and provide a framework to investigate and take action for any breaches of privacy protections (including, but not limited to protections established by laws with respect to the privacy of personal information or by self-regulatory rules). 

9. Mutual assistance arrangements are those that provide for international cooperation with other Member Economies and other parties in the field of information privacy.

10. The template is designed to obtain information on the above and recognizes that in some cases, Member Economies may adopt different approaches other than implementing legislative frameworks for protecting the privacy of personal information.

Please refer to the footnotes at the bottom of the page for information on completing each column.  Please do not complete the shaded boxes.

	
	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	Constitution of the Kingdom of Thailand, B.E. 2550 (2007) (Enacted 24 August, 2007)
	Section 35
“A person’s family rights, dignity, reputation and the right of privacy shall be protected.

   The assertion or circulation of a statement or picture in any manner whatsoever to the public, which violates or affects a person’s family rights, dignity, reputation or the right of privacy, shall not be made except for the case which is beneficial to the public.

    A person shall be protected from the unlawful exploitation of personal information in relation to him as provided by law.”
Personal data of a person shall be protected from the seeking of unlawful benefits as provided by the law.

Section 36

“A person shall enjoy the liberty of communication by lawful means.

Censorship, detention or disclosure of communication between persons including and other act which disclosed the content of a communication between persons shall not be made except by virtue of law specifically enacted for security of the State or maintaining public order of good morals.
Section 56. A person shall have the right to receive and to get access to public information on possession of a government agency, State agency, State enterprise or local government organization, unless the disclosure of such information shall affect the security of State, public safety, interests of other persons which shall be protected, or personal data of other persons as provided by law.
	
	Effective since 24 August 2007

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	1. The Office Information Act B.E. 2540 (1997)  (the “OIA”)
	The OIA protects personal information of Thai people and foreigners who have residences in Thailand maintained by the government, the Officer Information Act.
Section 4

‘personal information” means as information relating to all the particulars of a person, such as education, financial status, health record, criminal record, which contain the name of such person or contain a numeric reference, code, or such other indications identifying that person, including fingerprints, tapes or diskettes on which a person’s sound is recorded, photographs, and information on those who are deceased.
The OIA set out requirements for personal data systems operated by the government, establishes restrictions on the disclosure of personal data, and empowers data subjects to request correction of personal data maintained by the government.
	
	Effective since 9 December 1997

	
	
	2. Telecommunications Business Act, B.E. 2544 (2001)
	Section 50

The Commission shall prescribe the measure for consumer protection on matters pertaining to personal data, right of privacy and freedom to communicate by means of telecommunications.
The licensee shall have the duty to comply with the measure prescribed by the Commission under paragraph one.

When it is found that there is a person who violates the rights of users under paragraph one, the licensee or the Commission shall take action to terminate such violation and inform the user without delay.
	
	Effective since 17 November 2001

	
	
	3. The Royal Decree on regulations and procedures for Electronic Transactions of the Government Sector B.E. 2549 (2006)
	Section 6
In case there is a collection, gathering, use, or disclosure of any information or fact which results in identification of a person, whether directly or indirectly, the government agencies shall prepare the policy and the statement of practice for protection of personal data.
	
	Effective since 10 January 2007

	
	
	4. The Statistics Act, B.E. 2550 (2007)
	Section 14 
The agency shall coordinate with the National Statistics Office for the benefits in creating a statistical network and developing important and timely statistical database of the country.

In the event that the National Statistics office requires information for the survey or information from records, reports or any other documents that are in the possession of any agency, for conducting important and necessary statistics for country development, such agencies shall send that information to the National Statistics Office within thirty days as of the date notified by the national Statistics Office.

The information that the agency is required to submit under paragraph one or two shall not disclose the name of the person providing the information unless such person has given consent in writing or such information is already disclosed or accessible to the public.

Section 15 Personal information obtained under this act shall be strict considered confidential. A person who performs his or her duty of maintaining such information shall not disclose it to anyone who do not have a duty hereunder except in the case that:
(1) such disclosure is for the purpose of any investigation or legal proceedings in a case relating to an offense hereunder.
(2) Such disclosure is for the use of agencies in the preparation, analysis or research of statistics provided that such disclosure does not cause damage to the information owner and does not identify or disclose the data owner.

Section 16 By virtue of Section 14 and 15, anyone performing duties in agency or the National Statistics Office shall not use the persona; information provided by the owner or given in the questionnaire for any purpose other than the statistical analysis or research.
	Section 20
Any person who violates Section 15 or Section 16 shall be liable for imprisonment of not exceeding one year or a fine or not exceeding THB 20,000, or both.
	Effective since 13 September 2007

	
	
	5. Broadcasting and Television Business Operation Act B.E. 2551 (2008)
	Section 40
Any person suffering damage due to falsehoods in a broadcasted program or infringement of rights, freedom, prestige, reputation, family right or private life of individual may file a complaint with the Commission.

The Commission shall submit the same together with its comments to the organization controlling the professional or occupational conduct under section 39 for giving treatment to the injured person immediately, and the Commission shall follow up to the outcome of the action taken by the organization controlling the professional or occupational conduct under section 39. Once the organization controlling the professional or occupational conduct under section 39 informs of the outcome, the Commission shall inform the complainant of the same promptly.

The outcome of such proceeding under this Chapter shall be part of the proceedings under section 51(1).
	
	Effective since 27 February 2008

	
	
	6. Notification on the Electronic Transactions Commission on Policy and practice Statement on Personal Data Protection of a Government Agency B.E. 2553 (2010) (Issued in 1 October 2010) (the “Notification”)
	The Notification is a guideline for preparation of policy and practice statement relating to the management and protection of personal data for government agencies.
Pursuant to the Notification, a government agencies are encouraged to create and implement policy and practice statement on personal data protection covering the key principles as follows;
1. Collection Limitation 
There should be limits to the collection of personal data and any such data should be obtained by lawful and fair means where appropriate, with the knowledge or consent of the owner of personal data.
2. Data Quality
Personal data gathered and collected shall be relevant to the authority of the agency collecting such personal data and the purpose for which they are to be.

3. Purpose Specification
The purposes for which personal data are collected should be specified not later than at the time of data collection.

4. Use Limitation
Personal data shall not be disclosed, made available, or otherwise used for the purpose other than those specified at the time of collection except where there is a consent of the owner of personal data or it is allowed by law.

5. Security Safeguard
Personal data should be protected by reasonable security safeguards against such risks as loss or unauthorized access, destruction, use modification or disclosure of data.

6. Disclosure of operation, practice, and policy regarding personal data
There should be a disclosure of practice statements and policies with respect to personal data. Means should be readily available of establishing the existence and nature of personal data, and the main purposed of their use, as well as the identify and usual residence of the data controller.

7. Individual Participation 
An individual should have the right:

1) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has data relating to him;

2) to have communicated to him, data relating to him

a) within a reasonable time;

b) at a charge, if any, that is not excessive;

c) in a reasonable manner; and

d) in a form that is readily intelligible to him.

8. Accountability Principle 

A data controller should be accountable for complying with measures which give effect to the principles stated above.

The above eight basic fair information principles in the Notification are the imitation of the OECD Guideline on the protection of Privacy and Transborder Flows of Personal Data.
	
	Effective since 2 November 2010

	
	
	7. The Draft of  Personal Data Protection Act (the “PDPA Draft”)
	The PDPA Draft shall apply to the processing of personal data by state enterprise and private sector, either and individual person or organization, responsible for processing of personal data.
Structure

Article 1 – Establishment of Data Protection Commission

Article 2 – Data Protection Principles and guidelines divided into 5 sub-sections as follows;

a. General guideline
b. Collection of personal data

c. Use and disclosure of personal data

d. Storage and correction of personal data

e. Personal Data Controller for business and commercial purposes

Article 3 – Right of Owner of Personal Data

Article 4 -  Complaint handling, investigation and appeals

Article 5 – promotional measures of data protection

Article 6 -  Penalties and Legal sanctions

Scope of application
1. Government agencies that are under the Freedom of Official Information Act B.E.  2540 (1997) except for state enterprises that are engaged in business of commercial operations;
2. Private individuals or juristic persons who have collected personal information for their own private used and without intention to disclose to or let others use the data;

3. Private Individuals or juristic persons whose intended use or disclosure of personal data collected fall under such purposes as mass communication, arts, and literature.

Establishment of a Data Protection Commission

The PDPA Draft establish a Data protection Commission having the following duties

· forward comments and recommendations to the Prime Minister in matters related to personal data protection.

· outline policy, measures., approaches related to data protection, particularly criteria for Personal Data Controllers wishing to qualify for the “Data Protection Standards”

· work closely with the Official Information Commissioners in creating 

(Section 7 to Section 15)

Definition of Personal Data

 Section 3 of the PDPA Draft defines personal data as “data which is unique to a person; for instance, education, financial status, health records, criminal records, employment records, and records of other activities containing name of such person, a numeric reference, codes or such other indication that can identify the person, such as fingerprints, personal voice clips, or photograph, and shall also include data relating to personal particulars of the deceased.

Protection of Personal Data

(Section 16 to Section 21)
The draft law requires that the data owners’ consent only be sought honestly, and establishes a framework for regulating this. It also empowers the owner of  personal data to revoke their consent at any time, subject to the requirements of applicable law and other agreements, though revocation or consent shall not be effective with respect to personal data that has been anonymous. 

Data controllers also have the obligation to ensure that proper security measures are  in place, so as to protect personal data against loss, alteration, or modification, and they would also be obligated to ensure that the data used or disclosed (when permissible) is correct, complete, and current. Moreover, if a data for a purpose beyond that for which the data owner has given consent, it would almost always be necessary to seek the data owner’s further consent. Subject to some exceptions, it is necessary to seek consent to transfer personal data overseas, and a process is established for consideration of whether the intended recipient country’s personal data protection laws are sufficiently stringent. 
   The PDPA draft provides the principle of collection, use and disclosure of Personal Data that personal data controller may not collect, use, or disclose any personal data without consent of the owner of personal data except in case it is allowed by this Act of other laws. (Section 16)

    In requiring for the consent of the owner of the personal data, the personal data controllers shall inform the purpose of collection, use or disclosure of  such personal data. The request for such consent shall not proceed by deceiving or acting in any manner rendering the owner of the personal data to have misunderstanding in the purpose of such collection, use, or disclosure. In this regard, the Commission may provide the requesting form for the personal data consent according to the form or statement provided by the Commission. (Section 16)
Use and Disclosure of Personal Data

The PDPA draft provides that a data controller may not collect, use, or disclose any personal data, without the consent of the data owner, except as authorized by law. (Section 16)

The PDPA draft contains an outright prohibition on collection of data relating to sexual conduct, criminal history, health, national origin, race, political opinion, or religious beliefs; data that is detrimental, impairs one’s reputation, or causes any sense of discrimination; and as otherwise may be prescribed in ministerial decrees, though it would also provide a number of exceptions to this prohibition. (Section 23)

Obligations of Business Operator

(Section 34 to Section 40)
In addition to the foregoing, business operations would be subject to additional requirements.

These would include the obligation to set out appropriate policies and to communicate them when seeking consent, to procure the compliance of their employees (though terms in employment agreements, as well as through training), to properly identify employees who collect personal data (through name badges), and to file reports with the Personal Data Protection Board. There are also special obligations when winding up a business, so that personal data would still be sufficiently protected or properly disposed.

The PDPA also establishes a certification program which allow ‘good’ data controllers to display a certification mark to their customers. (Section 50)
Right of the owner of the personal data

Section 41 of the PDPA outlines that following rights of the owner of the personal data;

1) to inspect data of his particulars, to request for a copy or certified copy of such personal data.

2) to request for report of existence use or disclosure of the personal data of his own.
3) to request for the correction of his personal data for accuracy, completion  or update of such data.

4)  to request for restraint of the use or disclosure of his personal data in case such data is incorrect or not true.
5) to request for deletion of abolition of his personal data when the period of collection of such data expire, when the data collection of such data expire, when the data collected is not relevant or is beyond the use  as necessary pursuant to the purpose for which the data is collected, or when the consent is revoked.
	There are 3 types of penalties as specified in the PDPA draft.
1. General Sanction

If juristic persons are found guilty of an offence under the Bill, their representatives shall be punished for and on their behalf unless it is proven that these representatives were not involved with the commission of those offences by the juristic persons. (Section 52)
2. Administrative fines

The Director of the Office of Official Information Commission (OOIC) serving as secretariat for the Data Protection Commission is the authority to impose the fined.
There are usually for minor offences or offenses e.g. failure to appear before the OOIC’s investigation subcommittee after being summoned, not arranging for proper ID card process for employees, and failure to correct personal data before use, and failure to specify purpose before data collection etc.

The range of administrative fine is between THB 50,000 for failure to appear according to the summon to THB 100,000  for not complying with the code of ethics as enforced by the Data Protection Commission (Section 53 to Section 55)
3. Criminal Punishment

The criminal penalties will be reserved for severe breaches e.g. collection, use, and disclosure of Personal Data without the consent of the owner of the personal data that do not fall within the exemption. (Section 56)
For the offence of not providing security safeguards for the personal data system, violator could be fined up to THB 15,500. (Section 56)

In case of the conduct of any unlawful act resulted in damage to others’ right, the offender could face 3 years imprisonment or a fine not exceeding THB 60,000 or both. (Section 58)
	Currently under the consideration of the House of Parliament

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	Official Information Act B.E. 2540 (1997) (OIA)
Personal Data Protection Act (draft) (PDPA)
	Section 15. A State agency or State official may issue an order prohibiting the disclosure of official information falling under any of the following descriptions, having regard to the performance of duties of the State agency under the law, public interests and the interests of the private individuals concerned: (5) a medical report or personal information the disclosure of which will unreasonably encroach upon the right of privacy;
Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(2) making efforts to collect information directly from the person who is the subject thereof, especially in the case where such person’s interests will be directly affected;

Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(5) providing an appropriate security system in order to prevent improper use of any use to the prejudice of the person who is the subject of the information.

Principles and Reasons of the draft

Today, there are numerous violations of rights, especially in the case where personal data is used for seeking of unlawful benefit or disclosed without consent from the owner of the data to the extent that they cause troubles, nuisance, or damage to the owner of the data. Although there are laws governing some issues concerning personal data protection, there are no such laws for general protection of personal data. Moreover, the Constitution of the Kingdom of Thailand, under Paragraph 3 of Section 35 and Section 56, prescribes that individuals are entitled to protection against disclosure of and seeking of unlawful benefit from their personal data. Consequently, it is deemed expedient to prescribe a general law governing personal data  protection in order to establish measures against seeking unlawful benefit from personal data and disclose personal data in manners which comply with the provisions of the Constitution of the Kingdom of Thailand.
	
	

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	OIA

OIA

OIA

PDPA

	Section 23. A State agency shall take the following actions with regard to the provision of a  personal information system:

(3) causing the following information to be published in the Government Gazette and examining and correcting the same regularly: 

(a) the type of persons in respect of which information has been held;

(b) the type of the personal information system;

(c) the ordinary nature of the use of the information;

(d) the procedure for the inspection of the information of the person who is the subject thereof;

(e) the procedure for the making of a request for the correction and alteration of the information;

(f) the source of the information;

Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(4) examining and correcting personal information under its responsibility;

Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(5) providing an appropriate security system fir the personal information system in order to prevent improper use or any use to the prejudice of the person who is the subject of the information.

Section 16.
No Personal Data shall be collected, used, and disclosed by any Personal Data Controller without consent of the Owner of Personal Data, except by virtue of this Act of other laws which provide for such actions.
To request consent from the Owner of Personal Data, the Personal Data Controller must state the purposes for the collection, use, or disclosure of Personal Data. Such request for consent must not be an act of deceiving or misleading the Owner of Personal Data as to such purposes. The Board will allow the Personal Data Controller to request consent from the Owner of Personal Data according to the forms or statements required by the Board. 

Section 24.

In the collection of Personal Data, the Personal Data Controller shall, before or at the time of the collection, notify the Owner of Personal Data of the following details:
(1) Name, business address, and status of the Personal Data Controller as being an individual or a juristic person, and whether or not he is the business or commercial Personal Data Controller under Section 34;

(2) Purpose of Personal Data collection according to the qualifications and methods prescribe under Section 18;

(3) Whether or not the category of the collected Personal Data is subject to Section 23;

(4) Duration of personal data collection;

(5) Rights of the Owner of personal Data under Section 41;

(6) Other detail as required by the Board.
	
	

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	OIA

PAPA
	Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(1) providing for a personal information system only insofar as it is relevant to and necessary for the achievement of the objectives of the operation of the State agency, and terminating the provision thereof whenever it becomes unnecessary;

In the case where the information has directly been collected from the person who is the subject thereof, a State agency shall, in advance or simultaneously with the request therefore, notify such person of the purpose for the use of the information, the ordinary nature of its use and whether such case of making the request is one which the information may be given voluntarily or one which it must be given compulsorily under the law.
Section 18.

The Personal Data Controllers must collect, use, or disclose Personal Data according to such purposes notified to the Owner of Personal Data Prior to or while collecting, using, or disclosing that Personal Data.
Any collection, use, or disclosure of Personal Data for any purposes other than the notified purposes under Paragraph 1 is prohibited unless:

(1) The new purposes are notified to the Owner of personal Data and consent has been granted prior to such collection, use, or disclosure;

(2) The provisions of this Act or other laws allow such actions. To notify such purposes, the methods of collection, use, or disclosure must be expressly notified.
	
	

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	PDPA
	Section 25.
No Personal Data Controllers shall use the Personal Data in their possession or control  without written consent by the Owner of the Personal Data, unless:
(1) The Personal Data is collected under Section 22 (1) (2) (3) or (4)  and is used in accordance with the purposes of the collection;

(2) Other necessities as determined by the Board.

Section 26.

No Personal Data Controllers shall use the Personal Data prohibited foe collection under Paragraph 1 of Section 23 without written consent by the Owner of the Personal Data, unless:

(1) The Personal Data meets the exception under Paragraph 2(1) or (2) of Section 23;

(2) Other necessities as prescribed in the Ministerial Regulations.

Section 27.

No Personal Data Controllers shall disclose the personal Data in their possession or control without written consent by the Owner of Personal Data , unless:
(1) The Personal Data is disclosed to a lawyer of the Personal data Controller who is appointed as a representative for any case or granted general power of attorney to act on behalf of the personal Data Controller;

(2) For the purpose of collecting debts that the Owner of Personal Data must pay to the Personal Data Controller;

(3) The Personal Data is disclosed to an agency which is responsible for retaining said Personal Data as history;

(4) The personal Data is requested by state officials in the case where there is reasonable  cause to suspect that said Personal Data is relating to the security of the country of international affairs;

(5) The Personal Data is collected under Section 22(1) or (2);

(6) For other necessities as determined by the Board. To disclose the Personal Data under Paragraph 1, the Personal Data Controllers must directly disclose only the Personal Data relevant to the owner of Personal Data to the extent of necessity and appropriateness. 

Section 28.

The Personal Data Controllers shall not disclose the Personal Data prohibited for collection under Paragraph 1 of Section 23 without written consent by the Owner of Personal Data, unless:
(1) The Personal Data meets the exception under Paragraph 2(1) or (2) of Section 23;

(2) Other necessities as prescribed in the Ministerial Regulations.
	
	

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	OIA

PDPA
	Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(3) causing the following information to be published on the Government Gazette and examining and correcting the same regularly:

(a) the type of the persons in respect of which information has been held;

(b) the type of the personal information system;

(c) the ordinary nature of the use of the information;

(d) the procedure for the inspection of the information of the person who is the subject thereof;

(e) the procedure for the making of a request for the correction and alteration of the information;

(f) the source of the information;

(4) examining and correcting personal information under its responsibility;

(5) providing an appropriate security system for the personal information system in order to prevent improper use of any use to the prejudice of the person who is the subject of the information.

In the case where the information has directly been collected from the person who is the subject thereof, a State agency shall, in advance or simultaneously with the request therefore, notify such person of the purpose for the use of the information, the ordinary nature of its use and whether such case of making the request is one which the information may be given voluntarily or one which it must be given compulsorily under the law.
In the case where the personal information is dispatched to any place which, in consequence thereof, may become known to general members of the public, a State agency must notify the person who is the subject thereof, unless it is carried out in conformity with the ordinary nature of the use of the information.
Section 16.

No Personal Data shall be collected, used, and disclosed by any Personal Data Controller without consent of the Owner of Personal Data, except by virtue of this Act of other laws which provide for such actions.

     To request consent from the Owner of Personal Data, the Personal Data Controller must state the purposes for the collection, use, or disclosure of Personal Data. Such request for consent must not be an act of deceiving or misleading the Owner of Personal Data as to such purposes. The Board will allow the Personal Data Controller to request consent from the Owner of Personal Data according to the forms or statements required by the Board. 

     The Owner of Personal Data may revoke the consent, at any time, unless there are neither laws nor any agreements limiting the right to such revocation, or unless the Personal Data Controller has caused the personal Data to not contain names or indicators which identify the Owner of Personal Data. In the case where the revocation of consent affects the Owner of Personal Data Controller in any matters, the Personal Data Controller must inform the Owner of Personal Data of the impact of such revocation of consent. 


	
	

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	OIA

PDPA


	Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(4) examining and correcting personal information under its responsibility;

Section 33. The Personal Data Controllers have the duties of amending the Personal Data in their possession or control such that it is correct, complete, and up-to-date as requested in writing by the Owner of Personal Data.

	
	

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	OIA

PDPA
	Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

(5) providing an appropriate security system for the personal information system in order to prevent improper use of any use to the prejudice of the person who is the subject of the information.

Section 32.

The Personal Data Controllers must set up a security system for Personal data to prevent any improper use or disclosure or impairment to the Owner of Personal Data or to prevent loss or damage or from being retrieved, searched, associated with, used, disclosed, reproduced, or amended without the rights to do so or illegally. The rules must at least cover the following aspects for maintaining security.
(1) Accessing and using information technology, equipment, system, and locations;

(2) Establishing information technology system, archive system for information technology such that it is in a readiness condition and making contingency plans for emergencies when electronic method is not available in order to carry on the normal use of information technology ; or

(3) Always examining and evaluating risks concerning the information technology. In addition, the Board may require that the personal Data Controllers must set up any other proper or effective security systems for the Personal Data under Paragraph 1.

Section 26

Disclosure of personal data cannot be made without consent except in the following circumstances

1. the disclosure for studies and research without mentioning the name or part revealing the identity of the person

2. the disclosure to State officials for the purpose of preventing the violation of law or non-compliance with the law, conducting investigations and inquiries or instituting legal actions of ay type

3. the disclosure is necessary for the prevention or elimination f hazards to the life or health of persons;

4. the disclosure to the Court, State officials, State agencies or persons having the power under the law to make a request for such data
	
	

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	OIA

PDPA

PDPA
	Section 25. Subject to section 14 and section 15, a person shall have the right to get access to personal information relating to him. When such person makes a request in writing, the State agency in control of such information shall allow him or his authorized representative to inspect or obtain a copy of the same and section 9 paragraph two and paragraph three shall apply mutatis mutandis.

        In the case where there exists a reasonable ground to disclose a medical report relating to any person, State officials may disclose it only to doctors entrusted by such person.

       A person who considers that any part of personal information relating to him is incorrect shall have the right to make a request on writing to the State agency in control of such information to correct, alter or delete that part of information. The State agency shall consider the request and notify its result to such person without delay.

          In the case where the State agency fails to correct, alter or delete the information pursuant to the request such person shall have the right to appeal to the Information Disclosure Tribunal within thirty days as from the date of the receipt of the notification of the order refusing to correct, alter or delete the same. The appeal shall be submitted through the Board and, in any case, the person who is the subject of the information shall have the right to require the State official to attach his request to the relevant part of the information. 
Section 41.
The Owner of Personal Data shall have the rights:

(1) To request inspection of the Personal Data related to him and request copies or certified copies of the Personal Data related to him;

(2) To request that notice be given regarding the existence use, or disclosure of the Personal Data related to him;

(3) To request an alteration of the Personal Data related to him to ensure that it is correct, complete, or up-to-date;

(4) To request discontinuation if the use or disclosure of any incorrect Personal Data related to him;

(5) To request deletion or destruction of the Personal Data related to him of which the duration for collection has elapsed or which is irrelevant to or unnecessary for carrying out the purpose of the collection of the Personal Data or which is subject to revocation of consent ; and

(6) To request a disclosure of the acquisition of the Personal Data related to him in case the Owner of Personal Data did not consent to collection of such Personal Data.

Section 28

Data processor has the duty to correct personal data under its responsibilities to be correct, complete, and up-to-date, due to the request of data owner.
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	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.
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	Section 23. A State agency shall take the following actions with regard to the provision of a personal information system:

       In the case where the personal information is dispatched to any place which, in consequence thereof, may become known to general members of the public, a State agency must notify the person who is the subject thereof, unless it carried out in conformity with the ordinary nature of the use of the information

Section 24. A State agency shall not disclose personal information in its control to other State agencies or other State agencies or other persons without prior or immediate consent given in writing  by the person who is the subject thereof except for the disclosure in the following circumstances:
(1) the disclosure to State officials in its own agency for the purpose of using it in accordance with the powers and duties of such agency;

(2) the disclosure in its ordinary use within the  objectives of the provision for such personal information system;

(3) the disclosure to State agencies which operate in the field of planning statistics of censuses and have the duty to keep the personal information undisclosed;

(4) the disclosure for studies and research without mentioning the name or part revealing the identity of the person to whom the personal information is related;

(5) the disclosure to the National Archives Division, Fine Arts Department or other State agencies under section 26 paragraph one for the purpose of evaluating the value of keeping such information;

(6) the disclosure to State officials for the purpose of preventing the violation of law or non-compliance with the law, conducting investigations and inquiries or instituting legal actions of any type whatsoever;
(7) the disclosure necessary for the prevention or elimination of hazards to the life or health of persons;
(8) the disclosure to the Court, State officials, State agencies or persons having the power under the law to make a request for such information;

(9) other cases as prescribed in the Royal Decree;

Section 26.

No Personal Data Controllers shall use the Personal Data prohibited foe collection under Paragraph 1 of Section 23 without written consent by the Owner of the Personal Data, unless:

(1) The Personal Data meets the exception under Paragraph 2(1) or (2) of Section 23;

(2) Other necessities as prescribed in the Ministerial Regulations.

Section 27.

No Personal Data Controllers shall disclose the personal Data in their possession or control without written consent by the Owner of Personal Data , unless:

(1) The Personal Data is disclosed to a lawyer of the Personal data Controller who is appointed as a representative for any case or granted general power of attorney to act on behalf of the personal Data Controller;

(2) For the purpose of collecting debts that the Owner of Personal Data must pay to the Personal Data Controller;

(3) The Personal Data is disclosed to an agency which is responsible for retaining said Personal Data as history;

(4) The personal Data is requested by state officials in the case where there is reasonable  cause to suspect that said Personal Data is relating to the security of the country of international affairs;

(5) The Personal Data is collected under Section 22(1) or (2);

(6) For other necessities as determined by the Board. To disclose the Personal Data under Paragraph 1, the Personal Data Controllers must directly disclose only the Personal Data relevant to the owner of Personal Data to the extent of necessity and appropriateness. 

Section 28.

The Personal Data Controllers shall not disclose the Personal Data prohibited for collection under Paragraph 1 of Section 23 without written consent by the Owner of Personal Data, unless:

(1) The Personal Data meets the exception under Paragraph 2(1) or (2) of Section 23;

(2) Other necessities as prescribed in the Ministerial Regulations.

Section 29.
No Personal Data shall be disclosed by any Personal Data Controller to anyone outside of the Kingdom of Thailand without written consent by the Owner of Personal Data, unless:

(1) Exception under Section 19(1) (2) or (3) is granted;

(2) For court proceedings conducted outside of the Kingdom;
(3) The disclosure is to conform to agreement made with the Owner of Personal Data or a measure requested by the Owner of Personal Data in order to comply with the agreement to be made;

(4) The disclosure is a result or a performance of contract made with others for the benefits of the Owner of Personal Data;

(5) To prevent or suppress money-laundering or terrorization;

(6) Other necessities as determined by the Board. 

The request for consent under Paragraph 1 must conform to the rule, methods, and conditions set by the Board.

Section 30. 

Personal Data Controllers shall not disclose any Personal Data in any countries which do not have provisions on personal data protection or which have provisions of their laws providing measures on personal data protection less stringent that the provisions of this Act, without written consent by the Owner of Personal Data, unless:
(1) Exception under Section 19 (1) (2) or (3) is granted;
(2) Other necessities as determined by the Board.

The request for consent under Paragraph 1 and the determination on whether or not the provisions of law in the countries under Paragraph 1 provide measures on personal data protection less stringent that the provisions of this Act shall be made in accordance with the rules, methods, and considerations set by the Board. Such considerations shall take into account the measures on protection of prohibited Personal Data; measures on collection, use, or disclosure of Personal Data according to the notified purposes; Personal Data retention; and rules on collection, use, or disclosure of Personal Data.
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	Network point of contact arrangements

	Contact details will be made available to APEC members through the APEC Secretariat.


� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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