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	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	yes
	The access to Public Information is a constitutional right according to article 2, interjection 5) of The Political Constitution of Peru. 

The article 200º interjection 3) of the Political Constitution establishes the Constitutional Guarantee of Habeas Data, this proceed against the fact or omission, on the part of any authority, civil employee or person, which it harms or threatens the constitutional rights.

This constitutional recognition grants the faculty to citizens who considers injured or affected its right in its relative sphere to personal and familiar privacy information, the possibility of resorting to Constitutional Court.


	According to the Peruvian Criminal Law , the person that illegally, organizes,  provides or uses any file that has referring data about political or religious convictions and other aspects of the intimate life of one or more people, it will be repressed with privative pain of freedom non smaller than one year and nor greater than four years.

If the agent is civil employee or public servant and commits the crime in exercise of the position, the pain will be none smaller than three years and nor greater than six years. 
	The Republic of Peru has elaborated a First draft of a Law of Protection of Personal Data, important legislative proposal of the Peruvian government with the object of granting the citizens the security, that will allows them to have the certainty their personal data are not yielded, negotiated, stored treaties, without its consent, nevertheless this proposal has not been approved yet.



	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	
	
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	R.M N¨ 224-2004-PCM. (Ministerial Law)

R.M Nº 395-2005-PCM

(Ministerial Law)


	The rule forces public sectors agencies to use the Peruvian technical Norm “Code of Good Practices for the Information Security Management” This rule was based on  “NTP-ISO/IEC 17799:2004 EDI.

The document offers guidelines and voluntary directions for information security management. It means to provide a high level, general description of the areas currently considered important when initiating, implementing or maintaining information security in any organization. 
	DL 276 (Public Sector Career and wages law) The sanction degrees depends on the magnitude of the infraction, according to its minor or greater gravity; nevertheless, its application will not be necessarily correlative nor automatic, having to be contemplated in each case, not only the nature of the infraction but also the antecedents of the officer.

An infraction will be more serious as higher is the level of the officer.

The sanctions can be the following:

a) Verbal or written reprimand;

b) Suspension without receiving any remunerations by thirty days;

c) Temporary cease without any remunerations by twelve months

d) Destitution.


	

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	No comprehensive law has been issue.
	
	
	Article 6 of the draft of Law of Protection of Personal Data include the principle that the person should be previously informed about :

· The responsible of the information

· Purpose of the information

· About the information transfer

· The right to access and modify

· Time information keeping

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	No comprehensive law has been issue.
	
	
	

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	· Tax Law DS  N° 135-99-EF

· Finance and insurance sector General Law 26702
	· Information from taxpayers is reserved information and it could only be used by the Tax Administration, for its own aims. It is considered reserved information:  the quantity and the source of income, the expenses and any other data relative to them.

· It is prohibited to the companies of the financial system, as well as to its directors and workers, to provide any information on the passive operations of their clients, unless an authorization written by a prosecutor.


	According to the Criminal law both issues are considered infractions. The pain will be nor greater than 2 years and from 60 to 120 days of in habilitation.
	

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

Appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	No comprehensive law has been issued.
	
	
	This principle is not contemplated in the Draft of the Law of Protection of Personal Data

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	No comprehensive law has been issue.
	
	
	This principle is not contemplated in the Draft of the Law of Protection of Personal Data

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.
	R.M N¨ 224-2004-PCM. (Ministerial Law)

R.M Nº 395-2005-PCM

(Ministerial Law)


	The norm mandate public sectors agencies to use the Peruvian technical Norm “Code of Good Practices for the Information Security Management” This norm was based on  “NTP-ISO/IEC 17799:2004 EDI.
	DL 276 (Public Sector Career and wages law) The sanction degrees depends on the magnitude of the infraction, according to its minor or greater gravity; nevertheless, its application will not be necessarily correlative nor automatic, having to be contemplated in each case, not only the nature of the infraction but also the records of the officer.

An infraction will be more serious as higher is the level of the officer.

The sanctions can be the following:

a) Verbal or written reprimand;

b) Suspension without receiving any remunerations by thirty days;

c) Temporary cease without any remunerations by twelve months

d) Destitution.


	

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	The General Administrative Procedure Law 27444
	The General Administrative Procedure Law, in its article IV, number 1.12, disposes the application of the principle of participation, which state:” the administrations must offer the necessary conditions to all administered to have access to the information administered by them, without expression of reason”.


	DL 276 (Public Sector Career and wages law) The sanction degrees depends on the magnitude of the infraction, according to its minor or greater gravity; nevertheless, its application will not be necessarily correlative nor automatic, having to be contemplated in each case, not only the nature of the infraction but also the antecedents of the officer.

An infraction will be more serious as higher is the level of the officer.

The sanctions can be the following:

a) Verbal or written reprimand;

b) Suspension without receiving any remunerations by thirty days;

c) Temporary cease without any remunerations by twelve months

d) Destitution.


	

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	Law No. 27806, modified by Law No. 27927
	The Law of Transparency and Access to the Public Information, Law No. 27806, modified by Law No. 27927, is a legal instrument that incorporates the principle of publicity, which disposes that all activities and provisions of “public” administration, as well as all Government information, it is presumed of free access. Under this regulation, Government agencies have the responsibility to offer information to any citizen’s requirements.


	The law of transparency indicates that all infraction to obligations is considered a serious offense and entails administrative sanction to Public officers.

DL 276 (Public Sector Career and wages law) The sanction degrees depends on the magnitude of the infraction, according to its minor or greater gravity; nevertheless, its application will not be necessarily correlative nor automatic, having to be contemplated in each case, not only the nature of the infraction but also the antecedents of the officer.

An infraction will be more serious as higher is the level of the officer.

The sanctions can be the following:

a) Verbal or written reprimand;

b) Suspension without receiving any remunerations by thirty days;

c) Temporary cease without any remunerations by twelve months

d) Destitution.


	

	C
	Network point of contact arrangements

	
	Contact details will be made available to APEC members through the APEC Secretariat.
	
	


-- // --
� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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